
Social Engineering:
The Non-Technical Threat
to Information Security
Herbert J. Mattord, CISSP
Manager of Operations, Center for Information Security 
Education and Awareness
Coordinator, Information Security & Assurance 

Certificate
Instructor of Information Systems



Social Engineering: The Non-Technical Threat 2

Information Security
Information security is the protection of 

information and its critical elements, 
including the systems and hardware that 
use, store, and transmit that information 

It is the protection of the confidentiality, 
integrity and availability of information 
while in transmission, storage or processing, 
through the application of policy, 
technology, and education and awareness
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Security is a People Problem
Money may be the root of all evil, but people 

are the root of all problems
People, who are all fallible, are usually 

recognized as one of the weakest links in 
securing information

The problem is:  no matter how much work is 
placed in the protection of information, it 
only takes one misguided soul to 
completely defeat all efforts
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Who’s the biggest threat?

Harriet Allthumbs
Accidentally deleted
the only copy of a 

critical report

Tommy Twostory
Convicted burglar

Dick Davis
a.k.a. Wannabe

Amateur Hacker
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Helen Keller
Science may have found a cure for most evils; 
but it has found no remedy for the worst of 

them all

—the apathy of human beings.
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The Great 
[Fire] Wall
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Sun Tzu
“Know the enemy and know yourself; in a 

hundred battles you will never be in peril.

When you are ignorant of the enemy but know 
yourself, your chances of winning or losing 
are equal.

If ignorant both of your enemy and yourself, 
you are certain in every battle to be in 
peril.”



Social Engineering: The Non-Technical Threat 8

Know Your Enemy
Threats to Information Security
A Study in 2002 examined the dominant 

threats to information security, and 
prioritized them based on their overall level 
of concern.



Social Engineering: The Non-Technical Threat 9

Threats to Information Security
1. Acts of Human Error or Failure 
2. Compromises to Intellectual Property
3. Deliberate Acts of Espionage or Trespass 
4. Deliberate Acts of Information Extortion 
5. Deliberate Acts of Sabotage or Vandalism 
6. Deliberate Acts of Theft 
7. Deliberate Software Attacks 
8. Forces of Nature
9. Quality of Service Deviations - Service Providers
10. Technical Hardware Failures or Errors
11. Technical Software Failures or Errors 
12. Technological Obsolescence
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Threats to Information Security
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Top Threats to Information Security
1. Deliberate Software Attacks 

– viruses – created by people, propagated by people
– DOS – caused by people

2. Technical Software Failures or Errors
– Programming glitches – caused by people

3. Act of Human Error or Failure
– people errors, people failures

4. Deliberate Acts of Espionage or Trespass
– Hacking and sniffing – by people

5. Deliberate Acts of Sabotage or Vandalism
– Web page defacements, trashing hardware/software –

by people
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Social Engineering
♦ Wikipedia:

– Social engineering is the practice of obtaining 
confidential information by manipulation of legitimate 
users. A social engineer will commonly use the 
telephone or Internet to trick people into revealing 
sensitive information or getting them to do something 
that is against typical policies

– By this method, social engineers exploit the natural 
tendency of a person to trust rather than exploiting 
technical computer security holes

– It is generally agreed upon that users are the weak link 
in security and this principle is what makes social 
engineering possible
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Examples
♦ A contemporary example is the use of e-mail attachments that contain 

malicious payloads 
– After earlier malicious e-mails led software vendors to disable automatic 

execution of attachments, users now have to explicitly activate 
attachments for this to occur

– Many users, however, will blindly click on any attachments they receive, 
thus allowing the attack to work

♦ Another effective attack is tricking a user into thinking one is an 
administrator and requesting a password for various purposes
– Users of Internet systems frequently receive messages that request 

password or credit card information in order to "set up their account" or 
"reactivate settings" or some other benign operation in what are called 
phishing attacks

– Users of these systems must be warned early and frequently not to divulge 
sensitive information, passwords or otherwise, to people claiming to be 
administrators

– Administrators of computer systems rarely, if ever, need to know the 
user's password to perform administrative tasks

♦ An Infosecurity survey found that 90% of office workers gave away 
their password in exchange for a cheap pen
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Examples - 2
♦Social engineering also applies to the act of 

face-to-face manipulation to gain physical 
access to locations and systems

♦Training users about security policies and 
ensuring that they are followed is the 
primary defense against social engineering

♦One of the most famous social engineers in 
recent history is Kevin Mitnick
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Pretexting
♦From Wikipedia:

– Pretexting is to pretend that you are someone 
who you are not, telling an untruth, or creating 
deception

– The practice of pretexting involves tricking 
[someone, such as a] telecom carrier into giving 
up personal information, in most cases, with the 
scammer pretending to be the customer

– At present, the majority of wireless providers 
consider the practice of pretexting as illegal



Social Engineering: The Non-Technical Threat 16

Phishing
♦From Wikipedia:

– A form of criminal activity using social 
engineering techniques, characterized by 
attempts to fraudulently acquire sensitive 
information, such as passwords and credit card 
details, by masquerading as a trustworthy 
person or business in an apparently official 
electronic communication, such as an email or 
an instant message

– The term phishing arises from the use of 
increasingly sophisticated lures to "fish" for 
users' financial information and passwords
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Example 1
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Example 2
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Example 3
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Example 4-A
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Example 4-B
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Example 4-C
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The Solution 
The solution to the human problem (including 

those posed by social engineering) lies in:
Planning – to deal with the problems
Policy – to inform
Programs – including Security Education, 

Training and Awareness
Prosecution and Partnering – collaborating 

with law enforcement
And yes, when appropriate and cost effective, 

technology
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Planning
♦Security Planning

– Strategic, Tactical & Operational

♦Contingency Planning
– Incident Response Planning
– Disaster Recovery Planning
– Business Continuity Planning
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Policy
To be enforceable 

policy MUST be:
♦Created, 
♦Distributed,
♦Read, 
♦Understood and 
♦Agreed-to.

♦Security Program 
Policy

♦Issue-Specific 
Security Policy

♦System-Specific 
Security Policy
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Security Education, Training and 
Awareness (SETA)
The purpose of computer security awareness, 

training, and education is to enhance 
security by:
– improving awareness of the need to protect 

system resources
– developing skills and knowledge so computer 

users can perform their jobs more securely and
– building in-depth knowledge, as needed, to 

design, implement, or operate security 
programs for organizations and systems
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Awareness Behavior
Security awareness programs: 
(1) set the stage for training by changing 

organizational attitudes to realize the 
importance of security and the adverse 
consequences of its failure; and 

(2) remind users of the procedures to be 
followed

Management sets the example for behavior 
within an organization
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Awareness
♦Awareness stimulates and motivates those 

being trained to care about security and to 
remind them of important security practices 

♦Explaining what happens to an 
organization, its mission, customers, and 
employees if security fails motivates people 
to take security seriously

♦Awareness can take on different forms for 
particular audiences.
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SETA Awareness Components
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Training
The purpose of training is to teach people the skills 

that will enable them to perform their jobs more 
securely. 

This includes teaching people what they should do 
and how they should (or can) do it. 

Training can address many levels, from basic 
security practices to more advanced or specialized 
skills. 

It can be specific to one computer system or generic 
enough to address all systems.
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Education
Security education is more in-depth than 

security training and is targeted for security 
professionals and those whose jobs require 
expertise in security.

Security education is obtained through college 
or graduate classes or through specialized 
training programs. Because of this, most 
corporate computer security programs focus 
primarily on awareness and training.
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Prosecution and Partnering
♦One example is the  Anti-Phishing Working 

Group
– The Anti-Phishing Working Group (APWG) is 

the global pan-industrial and law enforcement 
association focused on eliminating the fraud 
and identity theft that result from phishing, 
pharming and email spoofing of all types

♦Who to contact depends on nature of 
offense and the jurisdiction
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Support for The Solutions
♦ http://www.antiphishing.org/
♦ http://www.humanfirewall.org
♦ http://csrc.nist.gov
♦ http://infosec.kennesaw.edu
♦ http://www.nstissc.gov/html/library.html

♦SP 800-12 An Introduction to Computer 
Security: The NIST Handbook, Oct 1995 
(http://csrc.nist.gov/publications/nistpubs/8
00-12/)

http://www.antiphishing.org/
http://www.humanfirewall.org/
http://csrc.nist.gov/
http://infosec.kennesaw.edu/
http://www.nstissc.gov/html/library.html
http://csrc.nist.gov/publications/nistpubs/800-12/
http://csrc.nist.gov/publications/nistpubs/800-12/
http://csrc.nist.gov/publications/nistpubs/800-12/


Social Engineering: The Non-Technical Threat 35

The Human Firewall
“a Human Firewall is defined as a 

comprehensive approach recognizing that 
information security critically depends on 
people in order to be effective. 

The Human Firewall acknowledges that every 
worker who comes in contact with sensitive, 
valuable and confidential information must 
participate as a team to make information 
security more effective.
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The Human Firewall Manifesto
“Clearly, information security has to be 

improved upon if we are to properly protect 
the valuable information assets that drive 
our economy. 

Technology alone can't solve the challenges 
of Information Security.

The way we do business now often 
compromises Information Security.

Information security is not an intuitive or 
obvious process for most people. 
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The Human Firewall Manifesto
“It's time to change the way we think about 

Information Security---and the way we 
manage it. 

…it is essential that we broaden our definition 
of information security to include the 
people who actually make it happen …
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Social Engineering Futures
♦ It is difficult to predict, but…

– The threat from trusted members of the 
organization doing the wrong thing is 
omnipresent and can only be controlled by 
aggressive policy and SETA

– Social engineering attacks will be creatively 
applied everywhere

– Look for blended attacks that combine social 
engineering with technical exploits, like 
pharming
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Pharming
♦ A related, technical attack is called pharming
♦ From Wikipedia:

– The exploitation of a vulnerability in the DNS server 
software that allows a cracker to acquire the Domain 
name for a site, and to redirect that website's traffic to 
another web site

– DNS servers are the machines responsible for resolving 
internet names into their real addresses — the 
"signposts" of the internet

– The term pharming is derived from the term phishing, 
the use of a social engineering attack to obtain access 
credentials such as usernames and passwords

– To date however the use of pharming to perform 
Internet crime for profit has not been demonstrated
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Albert Einstein
Only two things are infinite, the universe 

and human stupidity, and I'm not sure 
about the former.

Problems cannot be solved at the same 
level of awareness that created them.
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Helen Keller
I am only one; but still I am one. 
I cannot do everything, but still I can do 

something; 
I will not refuse to do the something I 

can do. 
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Contact Information
hmattord@kennesaw.edu

Herb Mattord, CISSP
Computer Science and Information Systems 

Department
Kennesaw State University
1000 Chastain Rd. MS 1101

Kennesaw, GA   30144
(770) 423-6005
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